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Interplay of Federal and State Control in Cryptocurrency Space

FEDERAL: 

• Bank Secrecy Act 
(1970

• Money Laundering 
Control Act (1986)

Cryptocurrency 
ATMs

• A Money Services 
Business subject 
to BSA

Administration By 
FinCEN

• Examined by IRS
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Federal 
FinCEN 

Regulation

Federal Registration

• Designated BSA Compliance Officer
• Internal controls specific to registered 

business
• BSA/AML training
• Independent testing of BSA/AML program
• Customer Due Diligence

BSA Compliance Program:

Compliance with applicable State(s) law
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As a MSB under 
federal law, a 

bitcoin ATM 
business is (likely) 

a money 
transmitter in 

Kentucky

Kentucky Money Transmitters Act of 2006
• KRS 286.11

Kentucky Department of Financial Institutions 
• KDFI’s Division of Non-Depository 

Institutions
KDFI’s Licensing Guidance:

• 2013 adoption of NMLS System for Money 
Transmitters

• September 2022 application of our Money 
Transmitters Act to Virtual Currency 
operators 
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Majority of states 
regulate virtual 
currency kiosks 
under their state 
money 
transmitter 
regime 

MTL Application:

1. Provide its BSA Compliance 
Program documents

2. Data about its itself:

~ Business plan

~ Audited financial statements 

~ Information on Executives

3. NMLS System

On-going Monitoring  :

1. Surety Bond

2. Periodic audits (compliance, cyber 
security, and finance programs)

3. Enforcement authority
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Bitcoin ATMs in 
Kentucky

417 (known) 
Virtual 
Currency 
Kiosks 
currently 
operating in 
Kentucky 
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BEST PRACTICES TO EDUCATE, ALERT & PREVENT SCAMS
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Consumer Protection
• of all U.S. adults own a digital currency asset.1

• An estimated 40% of the U.S. adults own a virtual 
currency asset.

• Criminal scams include directing victims to 
transfer funds via virtual currency kiosks and 
other financial platforms.  We see this with gift 
cards and peer-to-peer payment platforms as 
well.

• The industry must be laser-focused on providing 
a secure physical platform for our customers to 
buy and sell digital currency. We want to stop 
fraud before a consumer initiates a transaction 
at kiosks. 

• As such, CoinFlip has created our “Safe in Six” 
program to educate consumers and law 
enforcement on how to spot and stop scams in 
six questions.  These questions are displayed on 
each of CoinFlip’s virtual currency kiosks.   We 
also partner with law enforcement so they can 
educate consumers using this program.
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What 
Now?

• If you’ve gone through this check list and are 
concerned about what to do next, immediately 
STOP initiation of any transaction.

• Immediately contact the local law enforcement 
authorities.

• Criminals will often tell you to operate in secrecy, 
tell no one and do not contact the authorities. They 
will intimidate you and tell you that if you alert 
family members or police you will put yourself in 
danger. DO NOT listen to them.

• Scammers are sophisticated and persistent 
operators. They also can sound friendly and 
helpful. Follow your gut and the checklist. If you 
suspect any of these conditions exist. STOP.
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Clear, visible scam alerts 
are highly effective

✓ Consumer and scam warnings should be 
presented and acknowledged by the 
consumer before initiating every transaction.

✓ Customers should also be required to agree 
to Terms of Service and Privacy Policy during 
the transaction process.

✓ Clear disclosures about transactions being 
final and irreversible should be prominently 
displayed and acknowledged by the 
consumer.
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Consumer Protection 
Best Practices Work

• Using its blockchain analytics tools, CoinFlip 
has proactively blocked more than one 
thousand customer transactions related to 
suspicious or blacklisted digital wallets.

• CoinFlip’s customer experience agents who 
are all located in the U.S. are trained to 
identify potential scams and have prevented 
hundreds of suspicious transactions from 
going forward. 
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Effective 
Regulations 
for 
Consumer 
Protection

The following consumer protection best practices should be considered as 
part of any digital currency kiosk legislation: 

1. Licensure with the state creates a strong foundation from which to 
enforce consumer protective practices. A state money transmitter 
license like in Kentucky is the best way to regulate virtual currency kiosk 
operators. This gives the state an opportunity for oversight (including 
audit and other enforcement) of kiosk operators. 

2. Robust internal compliance is necessary.  Kiosk operators should be 
required to directly employ a qualified, in-house, Chief Compliance 
Officer and compliance team, that does not have a large ownership 
interest in the company. 

3. Clear, highly visible scam warnings are effective consumer 
protection tools. Warnings should be required to be prominently 
displayed and acknowledged by the customer prior to the initiation 
and completion of any transaction. Virtual currency kiosk operators 
should be required to clearly disclose, prior to completion of a 
transaction, all fees associated with the transaction.

4. Innovative technologies like blockchain analytics are necessary 
consumer protection tools. The use of blockchain analytics technology 
should be required to prevent fraud by automatically blocking 
customer transactions to high-risk digital wallets.

5. Customer service is the first line of defense for consumer protection. 
Live, human intervention is a proven successful tool at preventing 
scams. Virtual currency kiosk operator should be required to provide 
trained, live customer service. 
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