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AN ACT relating to consumer protection.

Be it enacted by the General Assembly of the Commonwealth of Kentucky:

SECTION 1.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

The General Assembly of the Commonwealth of Kentucky hereby finds and declares:
(1)
Telephone companies have an obligation to protect the privacy of customer telephone records and to disclose such records only with the approval of the customer or as permitted or required by law.

(2)
Each year, telephone company service representatives receive millions of calls from customers seeking to change service plans, troubleshoot service problems, or simply to obtain copies of past phone bills. Easy access to customer service is critical to ensuring customer satisfaction and the ability of telephone companies to respond to and resolve any customer concerns.

(3)
Telephone companies employ numerous techniques to identify and authenticate customers to ensure that telephone records are not disclosed to unauthorized third parties. However, because the customer is not physically present to be identified, the risk of fraud is present despite the reasonable security measures employed by telephone companies to validate customer identity.

(4)
Some unscrupulous third parties have impersonated customers to fraudulently and illegally obtain telephone records. These third parties often provide nonpublic personal information obtained from other than the telephone company to authenticate the customer such as social security number, date of birth and even mother's maiden name. Sometimes they impersonate law enforcement to obtain information to respond to an "emergency." These fraudulent acts often are referred to as "pretexting." And, in some cases, rogue carrier employees have been found to violate company rules by selling telephone records. All of these activities are fraudulent and illegal.

(5)
Now, some third parties offer telephone records for sale online and recent news stories have suggested that telephone companies are being defrauded regularly by these data thieves. Customer telephone records are being offered for sale by online data brokers and the means and methods employed by these companies are not completely known. But what is clear is that the tactics of these companies are illegal; telephone records are not for sale by telephone companies and they do not knowingly release such records other than with the consent of a customer who has properly identified himself or herself or as required or permitted by law.

(6)
The law should punish not only the third party that actually procures the records or sells them, but also the person who receives them because the telephone records are stolen property.

(7)
Current law makes it illegal for any person to obtain financial records by false pretenses; telephone records deserve the same protections.

SECTION 2.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

(1)
As used in Sections 1 to 7 of this Act:

(a)
"Telephone record" means information retained by a telephone company that relates to the telephone number dialed by the customer or the incoming number of the call directed to a customer, or other data related to such calls typically contained on a customer telephone bill, such as the time the call started and ended, the duration of the call, the time of day the call was made, and any charges applied. For purposes of Sections 1 to 7 of this Act, any information collected and retained by or on behalf of customers utilizing Caller ID, or other similar technology, does not constitute a telephone record.

(b)
"Telephone company" means any person that provides commercial voice communications service, whether transmitted in analog, data or any other form and irrespective of the communications technology used to provide such service, including but not limited to traditional wireline or cable telephone service; cellular, broadband PCS, or other wireless telephone service; microwave, satellite, or other terrestrial telephone service; and voice over Internet telephone service.

(c)
"Procure" means to obtain a telephone record by any means, whether electronically, in writing, or in oral form, with or without consideration.

(2)
(a)
No person shall knowingly procure, attempt to procure, solicit, or conspire with another to procure a telephone record of any resident of Kentucky without the authorization of the customer to whom the record pertains, or by fraudulent, deceptive, or false means.

(b)
No person shall knowingly sell or attempt to sell a telephone record of any resident of Kentucky without the authorization of the customer to whom the record pertains.

(c)
No person shall knowingly receive a telephone record of any resident of Kentucky that has been obtained without the authorization of the customer to whom the record pertains or by fraudulent, deceptive, or false means.

(3)
Any person who violates subsection (2) of this section shall be guilty of:
(a)
A Class D felony, where a single telephone record is involved;
(b)
A Class C felony, where two (2) to ten (10) telephone records are involved;

(c)
A Class B felony, where more than ten (10) telephone records are involved.

(4)
Any person who violates subsection (2) of this section shall forfeit any personal property used or intended to be used in the commission of the offense.

SECTION 3.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

No provision of Sections 1 to 7 of this Act shall be construed to prevent any action by a law enforcement agency, or any officer, employee, or agent of such agency, to obtain telephone records in connection with the performance of the official duties of the agency.
SECTION 4.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

(1)
No provision of Sections 1 to 7 of this Act shall be construed to prohibit a telecommunications carrier from obtaining, using, disclosing, or permitting access to any telephone record, either directly or indirectly through its agents:
(a)
As otherwise authorized by law;
(b)
With the lawful consent of the customer or subscriber;
(c)
As may be necessary to the rendition of the service or to the protection of the rights or property of the provider of that service, or to protect users of those services and other carriers from fraudulent, abusive, or unlawful use of, or subscription to, such services;
(d)
To a government entity, if the telecommunications carrier reasonably believes that an emergency involving immediate danger of death or serious physical injury to any person justifies disclosure of the information; or
(e)
To the National Center for Missing and Exploited Children, in connection with a report submitted under 42 U.S.C. sec. 13032.

(2)
No provision of this Act shall be applied to expand upon the obligations and duties of a telephone company, its agents, employees or contractors to protect telephone records beyond those otherwise established by federal or state law, or by Section 7 of this Act.
SECTION 5.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

A violation of Sections 1 to 7 of this Act shall constitute an unfair or deceptive trade practice. The Department of Law shall enforce Sections 1 to 7 of this Act in the same manner, by the same means, and with the same jurisdiction, powers, and duties as any other violations of the Consumer Protection Act.
SECTION 6.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

(1)
In a civil action, a customer whose telephone records were procured, sold, or received in violation of Section 2 of this Act may recover appropriate relief from the person or entity that violated Section 2 of this Act.

(2)
In a civil action under this section, appropriate relief includes:

(a)
Preliminary and other equitable or declaratory relief as may be appropriate;
(b)
Damages under subsection (3) of this section; and
(c)
Reasonable attorney's fees and other litigation costs reasonably incurred.

(3)
The court may assess as damages in a civil action under this section the sum of the actual damages suffered by the plaintiff and any profits made by the violator as a result of the violation, but in no case shall a person entitled to recover receive less than the sum of one thousand dollars ($1,000). In the case of a successful action to enforce liability under this section, the court may assess the costs of the action, together with reasonable attorney's fees as determined by the court.

(4)
A civil action under this section shall not be commenced later than two (2) years after the date upon which the claimant first discovered or had a reasonable opportunity to discover the violation.

SECTION 7.   A NEW SECTION OF KRS CHAPTER 367 IS CREATED TO READ AS FOLLOWS:

(1)
Telecommunications carriers that maintain telephone records of a resident of Kentucky shall establish reasonable procedures to protect against unauthorized or fraudulent disclosure of such records which could result in substantial harm or inconvenience to any customer. For purposes of Sections 1 to 7 of this Act, a telephone company's procedures shall be deemed reasonable if the telephone company complies with the provisions governing customer proprietary network information in Section 222 of the Communications Act of 1934, as amended, 47 U.S.C. sec. 222, and regulations promulgated thereunder.

(2)
No private right of action is authorized under this section.
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